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FortiClient™ Endpoint Security

Modular Security for PCs

FortiClient Endpoint Security Suite is an all-in-one security solution for PCs, laptops, and
servers. FortiClient is designed for organizations seeking complete endpoint protection
including Fortune 500 companies, government agencies, educational institutions, and
small businesses. The power of FortiClient includes antivirus, antispyware, antispam,
IPSec and SSL VPN, web content filtering, intrusion prevention, application control,
firewall, and WAN optimization capabilities in a single, centrally managed platform
backed by Fortinet’s award winning security technology. In addition, FortiClient delivers:

e Modular Installation — Allows customers to install and use the complete client or
only specific functionality to minimize TCO while preserving existing technology
investments.

e Straightforward and Simple Licensing — ALL FortiClient functionality is included
for the same low price.

e FortiGuard Labs Subscription Services — A dedicated, internal security research
team with worldwide resources ensures the most advanced threat protection
available.

e Rebranding Tool — Carriers, ISPs, MSSPs or large enterprises are allowed to
customize FortiClient’s installation packages and add their own logos.

Integration with Gateway, Management, and Analysis Solutions

FortiClient is designed to simplify endpoint security by providing close integration with
Fortinet’s FortiGate, FortiManager and FortiAnalyzer product lines. FortiClient integrates
with FortiGate appliances to provide IPSec and SSL VPN client services, WAN
Optimization and endpoint Network Access Control (NAC). FortiManager appliances
provide a centralized management solution for FortiClient including deployment, updates
and policy/configuration changes. FortiAnalyzer appliances provide centralized log
aggregation, detailed reporting and analysis tools to track end-user activity for auditing
and problem remediation.

World-Class Technical Support
Support plans include an 8x5 enhanced web and chat program as well as a 24x7
comprehensive phone support solution for mission critical organizations.

Fortinet also offers organizations seeking a robust security solution for cell phones and
handheld devices a separately available product FortiMobile.
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The Fortinet Difference

Fortinet is a worldwide provider
of end-to-end security solutions
and the market leader in
unified threat management
(UTM). Our products and
subscription services provide
broad, integrated and high-
performance protection against
dynamic security threats while
simplifying the IT security
infrastructure. Our customers
include enterprises, service
providers and government
entities worldwide, including
the majority of the Fortune
Global 100.

Fortinet systems integrate the
industry’s broadest suite of
security technologies, including
firewall, VPN, antivirus, intrusion
prevention (IPS), web filtering,
antispam, and traffic shaping,
all of which can be deployed
individually to complement
legacy solutions or combined
for a comprehensive threat
management solution. The
company complements these
solutions with an array of
management, analysis, email,
database and end-point
security products.
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Features Benefits

Endpoint Control

Ties in to your FortiGate appliance to monitor and enforce endpoint security policy at the network

firewall, including FortiClient version enforcement, ensuring signatures are up-to-date and personal

firewall is enabled.

Endpoint Management

Ties in to your FortiManager appliance to discover, deploy, update and monitor clients on the

network. Ties in to your FortiAnalyzer appliance for advanced reporting that leverages FortiClient

logs.

Comprehensive Protection and
Connectivity

Extends Fortinet’s unified, multi-threat protection against viruses, spyware, keyloggers, trojans,
adware and grayware to laptops and desktops as well as providing secure VPN connections

Fully Modular
products for endpoints.

Separate modules may be installed so that FortiClient can co-exist with other dedicated security



Fortinet Security Framework System Requirements
e Pentium processor or equivalent

e 600 MB hard disk space
o e  Compatible Operating System & Minimum RAM
f £ FortiClient »  Windows 2000: 128 MB
»  Windows XP 32-bit and 64-bit: 256 MB
Internet »  Windows Server 2003 32-bit and 64-bit:

384 MB
»  Microsoft Windows Server 2003 R2: 384MB

. €28 FortiGate »  Windows Server 2008 32-bit and 64-bit:
& 512MB
- 222 FortiClient [A »  Microsoft Windows Server 2008 R2: 512MB

»  Windows Vista 32-bit and 64-bit: 512 MB

(s »  Windows 7 32-bit and 64-bit: 512 MB
~ \ﬁ-ﬁ,
1% FortiManager £2= FortiAnalyzer
FortiClient updates. Capture FortiClient logs for
Auto-discover FortiClient reporting and analysis.

endpoints on the network.
Schedule alerts and
management events.

FortiClient Console
Amplify the Power of FortiClient P e —
FortiClient offers a number of benefits when integrated with FortiGate: A General
e Control endpoint access based on installed and/or running application @ veN Firewall Made:
software '..j S O Deny all Profile )
e Create custom endpoint characteristic profiles to lock down network ; N | ... ?fai'c i
access based on organizational compliance policies © Antivirus — e

Firewall
Metwork statistics:

FortiManager delivers centralized management of FortiClient with hyper
granular control of functionality and configurations:
e Group endpoints statically or dynamically by domain, operating
system or IP address range
e Easy to use dashboard that tracks and displays endpoint activity
including security alerts and violations

WAV

&Y WebFilter

e Simplified management of endpoint licensing for audit and capacity $pA AntiSpam
planning purposes g ;
Ea‘ App Detection | ¥ = P
. . - 5 hours
FortlApaIyze_r gll(.)ws system and management level reporting of FortiClient § [ o
endpo.mt aCtIVIty- . Blocked netwark packets (|
e Simple “drag and drop” report creation [¥] Current connections I

e Create branded / logo based reports

* Generate reports any time — scheduled or ad hoc Disable taskbarmatiication fr Hacked

FortiGuard Security Subscription Services deliver dynamic, automated updates for Fortinet products. FortiGuard Labs creates
these updates to ensure up-to-date protection against sophisticated threats.

FortiCare Support Services provide global support for all Fortinet products and services. FortiCare support enables your Fortinet
products to perform optimally. Professional Services optionally available for design and deployment. 90-day limited software
warranty.
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Fortinet Incorporated Fortinet Incorporated Fortinet Incorporated

1090 Kifer Road, Sunnyvale, CA 94086 USA 120 rue Albert Caquot 61 Robinson Road, #09-04 Robinson Centre
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Copyright® 2010 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, and FortiGuard®, are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be trademarks of Fortinet. All other product or company names may be trademarks of
their respective owners. Performance metrics contained herein were attained in internal lab tests under ideal conditions. Network variables, different network environments and other conditions may affect performance results, and Fortinet disclaims all warranties,
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